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Phuong cach bdo vé tot nhat clia quy vi chong hanh vi gian 1an dang dugc thong bao. Dudi day la mot s

meo dé gitip cho quy vi trong khi nhan bao hiém sirc khoe théng qua Thi trudng Bao hiém Y té tai trang
mang HealthCare.gov:

Gilr thong tin ctia quy vi dugc an toan trén web.

Dam bao may tinh clia quy vi cé cai dat phan mém bao mat cé uy tin va dugc cap nhat. Phan mém

bdo mat c6 thé gitp bao vé may tinh ctia quy vi khdi nhiém vi-rat. Quy vi c6 thé tim thdy phan mém

bdo mat may tinh mién phi tir cac cdng ty c6 uy tin. D& biét thém théng tin, hay truy cap trang

mang staysafeonline.org/stay-safe-online/free-security-check-ups.

G bd phan mém déc hai (d6i khi dugc goi la “phan mém déc hai/malware”), bao gom vi-rut va

phan mém gian diép dugc cai dat trén may tinh, dién thoai hoac thiét bi di déng clia quy vi ma

khong c6 sy déng y clia quy vi. Phan mém déc hai c6 thé khién thiét bj cla quy vi gap su cd va

c6 thé dugc sir dung dé theo dbi va kiém soat cac hoat déng truc tuyén clia quy vi. Tdi pham sir

dung phan mém doc hai dé an cap thong tin ca nhan, gui thong diép spam va lira ddo. DE tim hiéu

thém vé cach phat hién va x6a phan mém doéc hai, hdy truy cap trang mang onguardonline.gov/

articles/0011-malware.

Tao mat khau manh.

¢ S dung mat khau dai, khong thé doan trudc cung véi két hgp gitra chir thudng va chir thudng,
sb va ky tu dac biét.

o S dung mat khdu khéng chira cac tir théng dung hoac thong tin ca nhan cda quy vi, nhu tén
hoac ngay sinh ctia quy vi.

* Khéng sr dung cing mét mat khau cho nhiéu tai khoan, nhu tai khoan trén Marketplace va
email cla quy vi hodc cac tai khoan truc tuyén khac.

¢ Khong chia sé mat khau cla minh véi bat ky ai va gitr mat khau cda quy vi 8 mot noi an toan.

Tin vao ban nang clia quy vi. Néu nhan dugc moét email c6 vé dang ngd, khong md né hodc bat ky

tép dinh kem nao hodc nhap vao bat ky lién két nao.

Néu thady mét trang web khéng an toan, khong nhép bat ky thdng tin cd nhan nao. Chi nhap théng

tin ca nhan cda quy vi vao cac trang web dugc ma hda va bdo mat. Cac tinh nang tiéu chuan giup

hién thi mot trang web an toan, nhu HealthCare.gov, 1a bi€u tugng kh6a méc va dia chi web dang

“https”.

Péng clra s6 trinh duyét cGa quy vi va ngat két ndi Internet khi quy vi khéng & gan may tinh dé tin

tac khéng thé truy cap théng tin cta quy vi.

Dé biét thém thong tin, hay doc cac meo cla Oy ban Thuong mai Lién bang (Federal Trade Commission)
vé bao mat may tinh tai trang mang consumer.ftc.gov/topics/computer-security, hoac truy cap
onguardonline.gov.
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Gilr cho thong tin clia quy vi dwgc an toan trén trang mang HealthCare.gov.

Viéc bdo vé quyén riéng tu cla quy vi la rat quan trong doéi v&i Thi trudng (Marketplace). Ching t6i bao
vé danh tinh c& nhan clia quy vij theo nhiéu cach, bao gom:

* Chung t6i khong thu thap bat ky thong tin nhan dang ca nhan (PIl) nao vé quy vi trur khi quy vi chon

cung cap thong tin d6 cho chung toi.

Chung t6i khong thu thap théng tin dung cho tiép thi thuong mai hodc bat ky muc dich nao khéng
lién quan dén viéc dang ky va dang ky bao hiém sic khoe.

Chung toi yéu cau quy vi xadc minh danh tinh ctia minh trudc khi tao tai khodn Marketplace va
hoan tat don dang ky. Chung toi dat cau hdi ma chi cé thé dugc quy vi tra |8, dua trén tai khoan va
thdng tin ca nhan trong bao cdo tin dung cdia quy vi. Biéu nay gilp ngdn chan nhirng nguoi khéng
dugc phép cé thé tao tai khodn hodc dang ky bao hiém y té bang tén cla quy vi ma quy vi khéng
biét.

Chulng t6i cé thé yéu cau quy vi guri tai liéu dé chdng minh diéu gi d6 ma quy vi dua vao don dang
ky cla minh.

Dé biét thém thong tin vé cach chiing toi bdo vé quyén riéng tu clia quy vi, hdy doc tuyén bd vé quyén
riéng tu day du cla Marketplace tai trang mang HealthCare.gov/privacy.

Ngoai cac budc chung téi thuc hién dé bao vé quyén riéng tu cla quy vi, dudi day la mot sé meo ma
quy Vi c6 thé lam theo dé gitr an toan cho thong tin ctia minh trén HealthCare.gov:

¢ CO6 nhiéu cdng ty khac c6 thé c6 gang danh Ilra quy vi va dua ra mét cach gia tao rang ho cé lién

quan dén Thj trudng hodc trang mang HealthCare.gov. C6 nhiéu cdng ty khac c6 thé c6 gang

danh Ilra quy vi va dua ra mot cach gia tao rang ho cé lién quan dén Thij trudng hoac trang mang
HealthCare.gov. Ngoai ra con c6 cac trang web trong giéng nhau hoac c6 dia chi web tuong tu (nhu
cac dudi .coms, .orgs va .nets) va st dung cum tur “cham séc sirc khde/healthcare” va “Thij trudng/
Martketplace”, nhung khong phai la cac tai nguyén chinh thire, dang tin cay.

Dam bdo khi quy vi truy cap HealthCare.gov, dia chi web dugc doc la: https://www.HealthCare.gov
va ¢6 hinh anh khéa maéc. biéu nay cé nghia la trang web nay dugc bao mat.

Xba tép cookie va bd nhé cache clia quy vi. D€ biét thém théng tin vé cach thuc hién viéc nay, hay
truy cap trang mang HealthCare.gov/help/i-am-having-trouble-logging-in-to-my-marketplace-
account.

Luon duoc thong bao.

Truy cap HealthCare.gov dé tim hiéu cac khai niém ca ban.
So sanh can than cac chuong trinh bao hiém trudc khi quy vi dua ra quyét dinh.

Hay tim ddu hodc bi€u tugng chinh thirc cdia chinh phd. Néu quy vi dang nhan dugc su trg gitp tur
mot trg ly ctia Marketplace, hdy yéu cau xem chirng nhan cda ho.

Biét nhirng ngay M& clra Ghi danh clia Thi trudng. Khdng ai c6 thé dang ky cho quy vi sau khi giai
doan nay két thuc trir khi quy vi c6 moét su kién du diéu kién hoac du diéu kién cho mét Giai doan
Ghi danh Pac biét. D& biét thém thong tin, hdy truy cap HealthCare.gov/coverage-outside-open-

enrollment.

Biét rang nhirng ngudi hé trg Marketplace nhu Navigators va nhirng nhan vién tu van cho viéc ghi
danh dang ky dugc chirng nhan khéng nén yéu cau quy vi dong tién dé gitp quy vi dang ky tham
gia vao mét chuong trinh bdo hiém trén Thi trudng. Quy vi nén nghi ngd bat ky ai tinh phi cho minh
lién quan dén viéc ghi danh.

Biét rang néu quy vi c6 bado hiém Medicare, sé la bat hgp phap néu ngudi nao d6 ban cho quy vi
mot chuong trinh bao hiém tir Thi truong.

Tim hiéu cach ty bdo vé minh khoi nhirng tro gian 1an vé thué. Dé biét thém thong tin, hay truy cap
trang mang HealthCare.gov/how-can-i-protect-myself-from-tax-scams/.
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Bao vé thong tin ca nhan ctia quy vi.

* Khong ai nén hai vé thong tin sirc khde ca nhan cliia quy vi.

e Gilr thong tin ca nhan va s6 tai khodn dugc riéng tu. Khéng cung cdp sé an sinh xa hoi (SSN) hoac
s6 thé tin dung hodc théng tin ngan hang cdia quy vi cho cac cong ty ma quy vi khdng lién hé hoac
dé tra |&i cac quang cdo khong dugc yéu cau. Luu y: Néu quy vi nhan dugc sy gilp d& tir mot
ngudi hé trg clia Marketplace, ho ¢ thé can mot sé thong tin ca nhan nhat dinh, nhu SSN cla quy
vi, dé gitp quy vi ghi danh.

* Khdng bao gid cung cap thong tin cd nhan cla quy vi cho ngudi nao dé dén nha quy vi ma khong
c6 su cho phép cla quy vi, ngay ca khi ho néi rang ho dén tir Marketplace.

Pat cau héi va xac minh cau tra loi ma quy vi nhan duoc.

e Thitrudng cé cac trg ly dugc dao tao & moi ti€u bang dé gilip quy vi hoan toan mién phi. Truy
cap trang mang LocalHelp.HealthCare.gov, hoac goi vao sé Trung tam Cudc goi clia Thi truong tai
1-800-318-2596 dé tim trg gitp hién cé tai dia phuong trong khu vurc clia quy vi. Ngudi dung TTY ¢
thé goi dén s6 1-855-889-4325.

* Dat cau hdi néu co bat ky théng tin nao quy vi thdy khong rdé hoac kho hiéu.

 Viét xudng va ghi lai tén hodc cac tén cla bat ky ai gitp quy vi, ho lam viéc cho ai va s6 dién thoai,
dia chi tén dudng, dia chi glri thu, dia chi email va trang web cua ho.

« Dung ky vao bat clr gidy t& gi ma quy vi khéng hiéu day da.
Quy vi c6 thé nhan duoc cudc goi tir Marketplace.
Sau khi dang ky, quy vi c6 thé nhan dugc cudc goi dién thoai tir Marketplace yéu cau quy vi xac minh
hodac cung cdp thém théng tin. Néu chdng toi khong cd thdng tin nay, ching tdéi khdng thé xir ly don
dang ky ctia quy vi. Truy cap trang mang HealthCare.gov/how-can-i-protect-myself-from-fraud-in-the-
health-insurance-marketplace dé tim hiéu thém.
Bao cdo bat cr diéu gi dang ngd. Néu quy vi nghi ngd hanh vi gian lan, hdy bao cédo bang cach goi:

e Trung tdm Cudc goi cla Thj truong (Marketplace Call Center) tai s6 1-800-318-2596.

« Cac co quan thuc thi phap luat dia phuong, tiéu bang hodac lién bang ctia quy vi.

e Co quan Bao hiém tai Ti€u bang cla quy vi.

NEu quy vi nghi ngd c6 hanh vi danh cap thong tin nhan dang hoac cdm thdy nhu minh da cung cap
thdng tin cd nhan clla minh cho ngudi ma quy vi khéng nén cung cap:

* Goi cho sd& canh sat dia phuong cla quy vi.

* Goi cho Budng day néng vé Banh cap Théng tin Nhan dang cdia Co quan Thuong mai Lién bang
(Federal Trade Commission) tai s6 1-877-438-4338. Ngudi dung TTY c6 thé goi s6 1-866-653-4261.

* Truy cap trang mang ftc.gov/idtheft dé tim hiéu thém.
Quy vi c6 quy&n nhan théng tin tir Thi trudng & dinh dang cé thé truy cap duagc, vi du nhu ban in chit 16n, chit néi Braille hodc
bang ghi &m. Quy vi cling c6 quyén ndp don khiéu nai néu cadm thay minh bj phan biét d6i x{r. Truy cap trang mang CMS.gov/

about-cms/agency-information/aboutwebsite/cmsnondiscriminationnotice.html, hoac goi cho Trung tam Cudc goi clia Thj
trudng theo s6 1-800-318-2596 dé biét thém thong tin. Ngudi dung TTY c6 thé goi dén s 1-855-889-4325.
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